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ABSTRACT: The well-being of our society depends on the successful functioning of 
local, national and international infrastructure networks. Some of the life-line utility 
networks include water supply, telecommunication, and transportation networks. These 
networks are spatially distributed and their performance is greatly influenced by the 
individual performance of their components, but they are also dependent on other utility 
networks resulting in complex interactions between network systems.  Consequently the 
failure of components in a single utility network could potentially affect functioning of 
not only its own network system but also the other networks which are dependent on it.  
This failure phenomenon is referred as “cascading failure”. 

The urgent need for addressing the complex problem of interdependencies between 
different utility networks and the consequences of cascading failures has been recently 
recognised. Wellington, being vulnerable to large earthquakes, and having great 
complexity and interdependency in its network systems is at risk in this regard, which 
needs to be mitigated for the resilience of the community.  

In this paper we briefly discuss some recent approaches to modelling interdependencies 
in infrastructure systems and outline the use of Bayesian Belief Networks as an 
alternative approach. 

1 INTRODUCTION 

Modern society depends on a bewildering collection of complex, interwoven and critical lifelines or 
utilities. This includes (but is not limited to) electricity, water, gas, communications and transportation 
networks. The complex interactions generated by the integrated nature of many critical infrastructure 
networks can result in modes of failure that are difficult to model. In many cases network providers 
create complex models of their own network systems in isolation, completely ignoring the interaction 
with neighbouring systems. Work published by the Greater Wellington Regional Council (Sanderson 
and Norman 2009) estimated the level of industrial dependency on lifelines. Some information from 
that report is included in Table 1. Six levels of dependence were used ranging between 0% and 100%. 
The values in the table serve to illustrate the general level of dependence and whilst there is an 
inevitable subjective element involved in the derivation of the values the authors suggest that the 
values are, if anything, an underestimate of the true level of dependence. The best way to interpret the 
information in the table is to say that 80% of the manufacturing industry (based on economic activity) 
is dependent on telecommunications. In other words until the telecommunication system is restored 
80% of the manufacturing industry would be unable to resume operations. 

The report by Sanderson and Norman uses a magnitude 7.6 earthquake scenario as a basis for 
assessing the economic impact of infrastructure damage in Wellington. They then consider the 
lifelines and likely impact this event would have. The restoration times of critical services to a 
“survival” level, a level below that which is normal, but sufficient to maintain life, was deemed to be 
highly dependent on a functional road network system sufficient to allow utility operatives to make 
repairs. Estimates of road access restoration times between areas of Wellington vary between 2 and 80 
days, indicating the access problems that are likely to be encountered in the event of major disruption 
of this scale. Table 2 shows the estimated restoration times provided by Sanderson and Norman for 
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lifeline utilities which assume repair crews have access to sites. Obviously these times could be 
substantially longer if the disruption of the road access is taken into account. 

 

Table 1. Wellington Industry dependence on lifelines from Sanderson and Norman. 

Industry Water Gas Electricity Telecoms Road 

Agriculture 40% 20% 100% 40% 100% 

Mining 100% 20% 100% 100% 100% 

Manufacturing 100% 20% 100% 80% 100% 

Electricity, 
gas, water 

100% 20% 100% 60% 100% 

Construction 100% 20% 100% 60% 100% 

Wholesale 
Trade 

100% 20% 100% 100% 100% 

Retail Trade 100% 20% 100% 100% 100% 

 

Table 2. Estimated restoration times of lifelines to a survival level from Sanderson and Norman. 

Zone Water(days) Gas(days) Electricity(days) Telecoms(days) 

Upper Hutt & 
Stokes Valley 

20 40 20 20 

Hutt Central 44 40 20 44 

Wainuiomata 48 40 20 48 

Hutt City 
Harbourside 

56 40 20 56 

Kapiti 5 5 2 5 

Mana, 
Plimmerton 

50 10 5 50 

Porirua 40 10 5 40 

Pauatahanui 40 10 10 40 

Northern suburbs 35 10 5 35 

Western suburbs 41 10 5 41 

Wellington CBD 46 40 20 46 

Central suburbs 46 40 20 46 

Roseneath & 
airport 

50 40 20 50 

Eastern suburbs 50 40 20 50 
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2 LIFELINE INTERDEPENDENCIES 

The effects of lifeline interdependences are apparent when, due to proximity or a functional 
relationship, an impact on one service has an impact on another service. An example of this would be 
an electrical power loss and the resulting failure of a cellular phone tower. This type of dependency is 
often called first-order dependency. However, more complex interactions called closed-loop failures 
can also occur. Closed-loop failures occur when one lifeline supplies a second lifeline which in-turn 
supplies the first lifeline, resulting in a negative feedback loop. Failures of this type were reported in 
Florida as a result of hurricane damage (Krimgold et al 2006). Another mode of failure that can occur 
is known as a cascade failure. This happens when first, second and third order dependencies combine 
in a “domino effect”, causing far reaching failures. Cascade failures were reported during the 
hurricanes of the 2004 season. Third and even fourth-order failures were not uncommon (Krimgold et 
al 2006). Finally, failures can be due to a common cause where a single disruptive event 
simultaneously affects two or more lifelines. An example of this could be a tree fall that brings down 
electrical distribution, television and telephone cables. 

The work by Krimgold identified 32 different case-types of interdependences elicited by interviews 
with people affected during the hurricanes. These include descriptions of closed-loop as well as first-
order cascade failures (Krimgold et al 2006). Sanderson also considers some key lifeline relationships, 
although in less detail (Sanderson and Norman 2009). 

3 INTERDEPENDENCY MODELS 

Many approaches have been used to model infrastructure interaction including for example agent-
based models (Dudenhoeffer et al 2006), input-output models (Setola et al 2009), neural networks 
(Min and Duen as-Osorio 2009) and scalable multi-graph methods (Svendsen and Wolthusen 2007). 
As well as differing in their general approach these methods differ widely in the type, size and number 
of networks being considered. The approaches can be combined in a collective model where different 
infrastructure networks are encompassed in a single model structure or a distributed type where each 
network is modelled separately and the results are passed between the models according to some 
mediating mechanism.  

Agent-based models are computer simulations of systems where entities called agents are used to 
represent the behaviour of system components. One notable example of agent-based modelling applied 
to the area of interdependent infrastructure is the Critical Infrastructure Modelling Software (CIMS©) 
developed by a group at Idaho National Laboratory (Dudenhoeffer et al 2006).  

Input-output inoperability models (IIM) are financial models that have been used for analysing 
cascade effects in critical infrastructure systems (Setola et al 2009). IIM uses inoperability levels to 
describe the state of each infrastructure network. 

A neural network is a collection of densely interconnected simple computing units called artificial 
neurons loosely based on the architecture of the human brain. Neural networks have been used for 
reliability analyses on interdependent lifelines (Min and Duenas-Osorio 2009). 

Scaleable multi-graph models (Svendsen and Wolthusen 2007) have been proposed as a means of 
representing both services that are consumed instantly (eg. electricity and telecoms) and those that 
exhibit buffering (eg. water and gas) in the same model structure. 

The research group at the Idaho National Laboratory (INL) undertook a review of the state of the art in 
modelling critical infrastructure interdependencies in 2006. The group identified 30 modelling systems 
that could be applied to interdependencies of critical infrastructure (Pederson et al 2006). 

4 BAYESIAN INTERDEPENDENCY FRAMEWORK 

This paper introduces a novel interdependency framework for the characterisation and analysis of 
interdependent critical infrastructure. The basis for the approach is the use of Bayesian Belief 
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Networks (BBN), a probabilistic modelling technique used in artificial intelligence and by the machine 
learning community as a successful basis for decision support systems. BBNs represent a system being 
modelled as a Directed Acyclic Graph (DAG) where nodes represent variables and arcs represent 
causal links implying dependency. A node can have a number of discrete states and the probabilities 
that the node is in those states is often displayed as a bar graph. Conditional Probability Tables (CPT) 
attached to each node control the way that it reacts to changes, in the form of evidence, occurring at 
other nodes in the network. BBNs have been applied to infrastructure before (Bensi et al 2009) mainly 
to calculate the likely network outages due to a given hazardous event. Here we are more interested in 
the consequences of the event and the possible advantages in decision support that a BBN-based 
system may offer. 

A BBN has been created using the Netica software (Netica 2009) that represents a hypothetical section 
of an interdependent infrastructure system. The section modelled is small but is designed to show how 
interdependences could be mapped. The model incorporates elements of an electrical distribution 
system, a water supply system, a road system and a hospital. The model simulates the impact that 
infrastructure failures have in interrupting electrical and water supplies to a hospital. The model 
diagram represents the functional connections but is not a geographical representation in the same way 
as a GIS system may portray a network. The BBN model is shown in Figure 1. 
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Figure 1. Infrastructure BBN (Bayesian Belief Network). 

In this example the conditional probability tables behind each node in the network were artificially 
constructed by the author purely for illustrative purposes and are not meant to represent a real 
network. A simple scenario serves to illustrate the usefulness of the approach. We wish to test the 
robustness of the hospital power and water supply given the failure of infrastructure components. 

For instance, if we assume that Powerplant A is affected by an event and disabled. What are the likely 
consequences of this? Figure 2 shows the network with Powerplant A disabled, that is, evidence is 
entered that gives the disabled state of the Powerplant A node a 100% probability of occurring. 
Analysis of the model suggests that substations A – C are likely to cease operations. However, the 
hospital is still likely to be supplied with power since the connection with Powerplant B provides a 
level of redundancy. But Powerplant B and substation D are also affected by the failure of the 
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Powerplant A due to the effect of increased load. More important, however, is the water supply which 
is likely to be disabled since the treatment plant and pumping station are deprived of power.  

Another important feature of a BBN model is the bi-directional reasoning that is a natural function of 
the type of model. Forcing Powerplant A into a disabled state also altered the probabilities for 
Reservoir A (if Powerplant A is assumed to be hydro-electric). The model indicates that in the absence 
of any evidence on the node (Reservoir A), a lack of power from Powerplant A could be the result of a 
partial or full failure of the reservoir consequently increasing the chances(or probability) of a failure of 
the water supply.  
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Figure 2. BBN with Powerplant A disabled. 

A second scenario shows the effects of disabling Powerplant B (Figure 3). What is apparent is that the 
disabling of Substation D is likely to cause an overload at Substation C thus disabling the Pumping 
Station and impacting on the water supply despite the lack of a direct connection between Powerplant 
B and the water supply infrastructure. 

5 SENSITIVITY ANALYSIS 

A sensitivity analysis of the model was undertaken to determine the node that, if disabled, has the 
most impact on the electrical and water supplies. The sensitivity analysis was carried out using the in-
built Netica “Sensitivity to findings” function. The sensitivities are expressed in terms of Entropy 
reduction which is a concept borrowed from Information Theory. Entropy, in this context, is a measure 
of uncertainty as defined by the work of Claude E. Shannon (Shannon 1948). Entropy reduction is a 
measure of the reduction in uncertainty, measured at the target node by considering evidence from 
each of the other nodes in turn. Generally this is expressesd as a percentage. Nodes that are critical to 
the operation of the network have high values. Entropy has been proposed as a means of measuring the 
redundancy of a distribution network before (Awumah et al 1991; Javanbarg and Takada 2006), 
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however the adoption of a BBN framework for the representation of the supply networks makes this 
measure more accessible as a standard feature of the model. Table 3 presents the results. 
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Figure 3. Example BBN with Powerplant B disabled. 

Table 3. Sensitivity analysis results. 

% PwrA PwrB ResA SubA SubB SubC SubD Pump Treat EGen FSup Rd 

Pwr 0.71 2.5 0.31 0.64 0.64 12.2 8.2 4.8 0.38 0.07 0.03 0.01

Wtr 9.2 4.9 8 14.6 17 31.3 8.9 76.8 25.8 0 0 0 

Note: 0 entries indicate a percentage < 0.001. 

An analysis of these results show that the node representing the Emergency Diesel Generator (EGen), 
the Fuel Supply (FSup) and the Road bridge 1 (Rd) have little or no effect on either the Hospital 
power network or the water supply. Predictably the nodes with the highest impact on the power supply 
are substations C and D. The next highest is the water pumping station (Pump) since evidence at this 
node can lead to deductions about the fitness of the power supply through bidirectional reasoning. 
None of the other nodes has an entropy reduction figure of greater than 2.5%.  

Considering the Hospital water supply the nodes with the highest impact are the water pumping station 
and substation C which provides power to the pumps. Another node which has an impact of more than 
20% is the water treatment plant (Treat). Five nodes impact with more than 10%. This indicates that 
the electrical system has a higher degree of redundancy due to the multiple supply sources ie. 
Powerplant A,  Powerstation B and the provision of an Emergency Diesel Generator. In contrast to the 
robustness of the electrical system the water supply to the hospital has no redundancy and is highly 
susceptible to damage. The mean entropy reduction values are 2.54 for the power network and 16.38 
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for the water supply, an order of magnitude, thus emphasizing the difference in the robustness of the 
two networks. 

6 SUMMARY 

A novel approach to modelling interdependent critical infrastructure components is proposed based on 
Bayesian Belief Networks. BBNs can be used to map interdependency effects via conditional 
probability tables (CPT) that are included as a fundamental part of the technique. BBNs can map 
direct dependences and indirect dependences via a causal graph structure. Bi-directional reasoning 
allows prognostic and diagnostic reasoning (cause to effect and effect to cause) which would be useful 
if it were used as the basis for a decision support system. If this method were applied to larger 
networks the extra complexity may lead to a computational explosion and CPTs that are very large. If 
this were the case then CPT values could be derived using the in-built learning algorithms (assuming 
sufficient training data were available) rather than a manual entry of probability values. 
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